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A system for controlling use and dist'ributioh~*of^di-gitai~ works7~~The| present 
invention allows^the owner of a digi-ta~l-work^to_att.ach_usage^rights to their 
work. The usage rights define how the individual digital work may be used and 
distributed. Instances of usage rights are defined using a flexible and 
extensible usage rights grammar. Conceptually, a right in the usage rights 
grammar is a label associated with a predetermined behavior and conditions to 
exercising the right. The behavior of a usage right is embodied in a 
predetermined set of usage transactions steps. The usage transaction steps 
further check all conditions which must be satisfied before the right may be 
exercised. These usage transaction steps define a protocol for requesting the 
exercise of a right and the carrying out of a right. 

2 8 Claims, 2 0 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: -13 
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A system for eb„ritro^^ of digital works}. In the present 

invention, the owner of ar^digi-tal_work— attaches -usage -rightrS^to that work. 
Usage rights are granted by the "owner" of a digital work to "buyers" of the 
digital work. The usage rights define how a digital work may be used and 
further distributed by the buyer. Each right has associated with it certain 
optional specifications which outline the conditions and fees upon which the 
right may be exercised. Digital works are stored in a repository. A repository 
will process each request to access a digital work by examining the 
corresponding usage rights. Digital work playback devices, coupled to the 
repository containing the work, are used to play, display or print the work. 
Access to digital works for the purposes of transporting between repositories 
(e.g. copying, borrowing or transfer) is carried out using a digital work 
transport protocol. Access to digital works for the purposes of replay by a 
digital work playback device (e.g. printing, displaying or executing) is 
carried out using a digital work playback protocol. 

31 Claims, 20 Drawing figures Exemplary Claim Number: 1 / 
Number of Drawing Sheets: 13 
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US -CL- CURRENT: 70S/S4 ; 70 5/5A, 2AR/1R, 213./ ULB. 
ABSTRACT : 

Electronic steganographic techniques can be used to encode a ( ri^t^x^nE^^^n^-- 

cont rjoJL_ signal onto an information signal carried over an insecure ^ ^ 

c ommun i'c a t i ons^c hannel_, Steganographic techniques ensure that the digital j 

cBntTrol^mform^^ invisibly and substantially indelibly' 

carried by the information signal. These techniques can provide end-to-end 
rights management protection of an information signal irrespective of 
transformations between analog and digitaj ^ An e lectronic appl.iance^can recover 
the control information and use it for electroni^ri^hTsnirianagement to provide 
compatibility with a Virtual Distribution— Envrronment-r^'Ih' brie example, the 
system encodes low data rate pointe rs wi.thin^high^b andwidth time periods of the 
content signal to improve overall fcontrol information read/seek tilne^P^ 

348 Claims, 33 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 3 0 
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US -CL- CURRENT: 2A5./5A; 1H5./2R, 213./1B3L 
ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
cgmpu^er.s-equl"pped--in_accordance with the_ present invention help to ensure that 
&formation_i.s^accessed^and used only^ l^ugjofizeT ways , and maintain the 
ihtegrityT^availabirity, and/or corff ident^lity™6f~the~mfbrmation. Such 
electronic appliances provide a distriBut^^ 

(VDE) that may enforce a secure chai-n--of--handllng_and-Control-7--^for~exampl'e^ to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated-, information. Such a j/^rtuaX~di s, t r ibut i on environment may be used 
fiq^r^t.e^t_j^gi3^~o,f various pa Yifi^ipaSti _in j$\e c t r on i c commerce and other 
electronic or electronic- facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper-resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 

102 Claims, 153 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 146 
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